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Abstract: Password-based authentication has been widely used as the primary authentication mechanism. However,
occasional large-scale password leaks have highlighted the vulnerability of passwords to risks such as guessing or
theft. In recent years, research on password analysis using natural language processing techniques has progressed,
treating passwords as a special form of natural language. Nevertheless, limited studies have investigated the impact
of password text segmentation granularity on the effectiveness of password analysis with large language models. A

multi-granularity password-analyzing framework was proposed based on a large language model, which follows the
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pre-training paradigm and autonomously learns prior knowledge of password distribution from large unlabelled da-
tasets. The framework comprised three modules: the synchronization network, backbone network, and tail network.
The synchronization network module implemented char-level, template-level, and chunk-level password segmenta-
tion, extracting knowledge on character distribution, structure, word chunk composition, and other password features.
The backbone network module constructed a generic password model to learn the rules governing password compo-
sition. The tail network module generated candidate passwords for guessing and analyzing target databases. Experi-
mental evaluations were conducted on eight password databases including Tianya and Twitter, analyzing and sum-
marizing the effectiveness of the proposed framework under different language environments and word segmenta-
tion granularities. The results indicate that in Chinese user scenarios, the performance of the password-analyzing
framework based on char-level and chunk-level segmentation is comparable, and significantly superior to the

framework based on template-level segmentation. In English user scenarios, the framework based on chunk-level

segmentation demonstrates the best password-analyzing performance.

Keywords: large language model, password analysis, natural language processing, word segmentation
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Table 1 The password datasets used for experiments
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3 Rockyou 2009.12 28705927  JiREE
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Table 2 Different segmentation methods
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Figure 1 LLM-based structured password analysis framework



<116 - W26 5545 B 2 ARk

510 %

O 22 T E R I PR 1, APl
FhFBE BRI RT3 B, 2 albRic
A (alpha). D (digit) S (symbol). MZH S5
o, DA DGRl —E KERELL R T
BB PP RE SRR AT 5 FP I HE T L. 25
HGRAKERE R, TS HAEK D24,
W “ A,D,S, 7. a4 “happy888”, ik
TLT J7i%, EM A { 4D, }.

iEH TLT 7735, B 1 e MIIZRREA Rk 15K
AL ME RSN, RS EUR BIA R K
[EBE . BUFIRAIRRT 5 P B A, XL
R AR JFE 8 I 28 A s I 1 2 I A4 AR . 363
B3R5 IR IR TLT 43l {3 RIS o s 7 By
P, EEHCFFY SRR A SR

#=3 WREEFEFT
Table 3 Partial continuous alpha sequence

T e T e
qq 0.060 1 wang 0.0313
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ab 0.012'1 abed 0.017 8
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Table 4 Partial continuous digit sequence
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Figure 2 Example of CKLT word segmentation process
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Table 6 Results of partial chunk
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Figure 3 Backbone network structure
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Table 7 Model parameters comparison
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Table 8 Results of partial password structure sampling
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Figure 4 Monte Carlo simulation results of CN-CLT,
EN-CLT framework and FLA model
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Figure 5 Monte Carlo simulation results of CN-TLT
framework and PCFG model
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Figure 6 Monte Carlo simulation results of EN-TLT
framework and PCFG model
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Figure 7 Monte Carlo simulation results of different frameworks ana-

lyzing Tianya dataset

ME 7 FTLLFE H, CN-CKLT-1.5 HEZ4E Al
CN-CKLT-1.8 HEZE%t Tianya 1144 ()78 75 K LT
AL, HemTHABMEZE. b, 763 2 6
PEEERE b, A SO 1.8 1E 4 avg len 5 AE1E -
BI7E JE 4R st rh, NN MIa e K BN 1.8 I,
H: T chunk-level 731 (R HE SR B B A5 A% 1) 1243
PR
334 X TARRERA PG

P8~ 104Xy CN-CLT.CN-CKLT.CN-TLT
HELEAE I 178 17173, Tianya A4 Monte
Carlo #4455 .

100% [/ — CN-CLT-178
90% || — CN-CKLT-178
— CN-TLT-178

80% |-
70% -
60% |-
18 50% |
40% |-
30% |
20% |
10% |

107 105 10° 107 10° 10° 10" 10 10™ 107 107 10" 10'°
RO

B8 A st 4 178 A4 Monte Carlo BEAUL45 H
Figure 8 Monte Carlo simulation results of analyzing 178
password dataset in the Chinese user scenario
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Figure 9 Monte Carlo simulation results of analyzing 17173

password dataset in the Chinese user scenario
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Figure 10 Monte Carlo simulation results of analyzing Tianya
password dataset in the Chinese user scenario
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Figure 11 Monte Carlo simulation results of analyzing Twitter
password dataset in the English user scenario
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Figure 12 Monte Carlo simulation results of analyzing Rockyou
password dataset in the English user scenario
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Figure 13 Monte Carlo simulation results of analyzing Myheritage
password dataset in the English user scenario
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